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Vulnerability found related to the generation and management of WPA2 Key on

NOTICE

CANVIO (STOR.E) wireless products

To: Valued Customers,

Toshiba Electronic Devices & Storage Corporation

Toshiba Electronic Devices & Storage Corporation is informing our valued customers of a potential

WPAZ2 wireless LAN protocol vulnerability with the Canvio Wireless Adapter in addition to the Canvio
AeroCast as ones of the Canvio (STOR.E) Wireless products has been identified. This vulnerability is

related to the generation and management of key information which is utilized for encrypting data. With
this vulnerability there exists a possibility that the data transmitted between the Canvio AeroCast and/or

the Wireless Adapter (the “Wireless Product”) and wireless LAN devices can be compromised.

New firmware that fixed this vulnerability becomes available. So, please be sure to apply firmware update

of the Wireless Product provided in “Firmware update” section later.

Product Information

Canvio CAST Wireless Adapter

Product Name (varied at Model No. Product image Firmware version
location)
Canvio AeroCast / HDTU110*KWC 1.2.6 and earlier
Canvio AeroCast wireless HDD 1
Canvio Wireless Adapter / HDWW100*KW 2.0.5 and earlier
STORE.E Wireless Adapter / *1
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We also ask customers to check this vulnerability of the other your wireless devices prior to connecting
to/from the Wireless Product. About the vulnerability of your wireless devices, please contact to devices’
support center. If you have any questions about this vulnerability of the Wireless Product, please contact
your local support center representative and we will be happy to support you.

Explanation of the Vulnerability

Toshiba Electronic Devices & Storage Corporation as found a vulnerability of the WPAZ2 protocol used
for wireless LAN encryption. This vulnerability is related to the generation and management of key
information that encrypts the data transmitted.

Vulnerability Threat
There exists the possibility that data transmitted between the Toshiba Wireless Product and wireless LAN
devices may be compromised.

Firmware update

1. Canvio AeroCast

Please be sure to download the user manual to your PC or Mac and read carefully the user manual before
downloading firmware.

Please download firmware to your PC or Mac, and then update firmware following to the manual.

1.2.8 22 Dec 2017 >Download >PDF : 8.17MB

2. Canvio Wireless Adapter

Please be sure to download the user manual to your PC or Mac and read carefully the user manual before
downloading firmware.
Please download firmware to your PC or Mac, and then update firmware following to the manual.

2.0.7 22 Dec 2017 >Download >PDF : 7.17mMB {&



http://www.toshiba-personalstorage.net/en/news/hdd/ot_notice/aerocast.htm
http://www.toshiba-personalstorage.net/en/news/hdd/ot_notice/dl/AeroCast_R05.pdf
http://www.toshiba-personalstorage.net/en/news/hdd/ot_notice/wifiadapter.htm
http://www.toshiba-personalstorage.net/en/news/hdd/ot_notice/dl/WifiAdapter_R02.pdf
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Vulnerability Related Information
>Japan Vulnerability Notes (JVN)

Contact Us
Please visit the following website and choose Consumer Storage Solutions website in your region.

About Toshiba Electronics Asia (Singapore)

Toshiba Electronics Asia (Singapore) is under Toshiba Storage and Electronic Devices Solutions Company, a
subsidiary of Toshiba Corporation. TEA was founded in 1990, and is responsible for the sales, marketing and
services for Toshiba’s wide range of storage solutions in Asia Pacific. TEA is the best partner to consumers and
enterprises, and its mission is to offer the best services and products that embodies the highest quality and cutting-
edge technology. To find out more about TEA, visit www.toshiba-storage.asia

© 2018 Toshiba Electronics Asia (Singapore) All product, service and company names are trademarks, registered
trademarks or service marks of their respective owners. Information including without limitation product prices,
specifications, availability, content of services, and contact information is subject to change without notice. All
rights reserved.

About Toshiba

Toshiba Corporation is a world-leading diversified manufacturer, solutions provider and marketer of advanced
electronic and electrical products and systems. Toshiba Group brings innovation and imagination to a wide range of
businesses: digital products, including LCD TVs, notebook PCs, retail solutions and MFPs; electronic devices,
including semiconductors, storage products and materials; industrial and social infrastructure systems, including
power generation systems, smart community solutions, medical systems and escalators & elevators; and home
appliances. Toshiba was founded in 1875, and today operates a global network of consolidated companies, with
200,000 employees worldwide and annual sales surpassing US$63 billion. To find out more about Toshiba, visit
www.toshiba.co.jp/index.htm

! One Gigabyte (1GB) means 10° = 1,000,000,000 bytes and One Terabyte (1TB) means 10 = 1,000,000,000,000
bytes using powers of 10. A computer operating system, however, reports storage capacity using powers of 2 for the
definition of 1GB=2%=1,073,741,824 bytes and 1TB = 2*° = 1,099,511,627,776 bytes, and therefore shows less
storage capacity. Available storage capacity (including examples of various media files) will vary based on file size,
formatting, settings, software, operating system and other factors.


http://www.toshiba-storage.asia/
http://www.toshiba.co.jp/index.htm

